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Annex X


DDoS Mitigation Mechanism caused by Misbehaving CIoT UEs (informative)

X.1
Introduction

CIoT UEs transport user data via NAS signalling or RRC signalling. If large number of CIoT UEs are compromised by the attacker using malicious applications, the attacker would have ability to trigger a signalling attack to the operator network by triggering DDoS attack to the external AF. The malicious user data can go through the operator network with NAS or RRC signalling, which causes signalling overload in the operator network in addition to DDoS attack on the external AF. The 5GS can detect and mitigate such DDoS attack.

X.2
DDoS Detection

NWDAF can detect misbehaving UEs who are triggering DDoS attack as defined in clause 6.7.5 in TS 23.288 [yy]. The output of NWDAF can be used by AMF, SMF, or PCF for DDoS mitigation.

X.3
Active Mitigation Mechanism

Active mitigation mechanism is used by 5GS to actively notify the misbehaving CIoT UEs to limit the detected DDoS data flows (e.g. reduction of data rate, drop the packet) according to the output as depicted in clause X.2. Once the malicious user data is under control, the malicious signalling (e.g. RRC or NAS) is mitigated, which is benefit for both external AF and operator network. 

Thus, the active mitigation mechanism can be requested by the operator to actively prevent signalling overload caused by DDoS attack, or the external third party to mitigate the specific DDoS attack to the external AF. 

The active mitigation mechanism can reuse the existing non-session management and session management related policy as defined in TS 23.503 [zz] to control the specific misbehaving CIoT UEs based on output as depicted in clause X.2. Different granularity mechanism to control misbehaving UEs can be used as listed in the table X.3-1. Since different mechanism may have different impact for UE availability, the operator can decide to use the specific mechanism according to, e.g. detection granularity, detection precision, UE capability, network capability, DDoS impact, etc, to balance UE availability and network availability.
Table X.3-1 Active Mitigation Mechanism for DDoS Mitigation

	Mechanism
	CIoT Category
	Reference
	UE Action
	Network Action

	Temporary Limit of CP Data Transport
	CP Optimization
	5.31.15 in TS 23.501 [2]
	UE does not initiate data transfer via NAS until CP data back-off is expired
	AMF applies CP data back-off timer to the misbehaving UEs.

	CP Data Rate Control
	CP Optimization
	5.31.14 in TS 23.501 [2]
	UE limits the rate at operator configuration as “X NAS Data PDUs per deci hour”
	SMF releases misbehaving UEs’ current PDU session, and applies rate control on the UE and UPF/NEF

	QoS Adjustment
	CP Optimization

UP Optimization
	6.1.3.6 in TS 23.503 [zz]
	UE applies decreased MBR for the malicious data flow
	PCF updates the malicious packet filter in the PCC Rules that triggers the SMF to update the related QoS flow to decrease the MBR for the malicious data flow

	Drop Malicious Data Flow (NOTE 1)
	CP Optimization

UP Optimization
	6.1.3.6 in TS 23.503 [zz]
	None
	PCF updates the malicious packet filter in the PCC Rules that triggers the SMF to update the related QoS flow to block the malicious data flow

	NOTE1: Since UE does not support to drop malicious data flow by itself, the mechanism is only used to mitigate DDoS attack on external AF, because the malicious data flow is dropped on the UPF, which can also go through the RAN, AMF, etc.


X.4
Passive Mitigation Mechanism

Passive mitigation mechanism is used to protect AMF from signalling overload caused by misbehaving UEs according to the output as depicted in clause X.2. The passive mitigation mechanism delay the mitigation until the AMF cannot afford the malicious signalling, so the mechanism is the last wall to mitigate signalling overload on AMF caused by DDoS attack if active mitigation mechanism is not triggered, the mechanism also provides enough availability for UEs, and tries to minimise impact caused by misinformation.

The AMF can maintain a list to identify misbehaving UEs (e.g. SUPI list) according to output as depicted in clause X.2. When the AMF experiences overload, the AMF can perform the mitigation procedures as depicted in clause X.3 according to the list. However, when the AMF is still operating normally, the mitigation procedure can be stopped.
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